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EXHIBIT E

The California Department of Social Services
Confidentiality and Information Security Requirements - Outreach
This Confidentiality and Information Security Requirements Exhibit (hereinafter referred to as “this Exhibit”) sets forth the information security and privacy requirements Contractor is obligated to follow with respect to all confidential and sensitive information (as defined herein) disclosed to or collected by Contractor, pursuant to Contractor’s Agreement (the “Agreement”) with the California Department of Social Services (hereinafter “CDSS”) in which this Exhibit is incorporated.  The CDSS and Contractor desire to protect the privacy and provide for the security of CDSS Confidential, Sensitive, and/or Personal (CSP) Information (hereinafter referred to as “CDSS CSP”) in compliance with state and federal statutes, rules and regulations.
I. Order of Precedence.  With respect to information security and privacy requirements for all CDSS CSP, the terms and conditions of this Exhibit shall take precedence over any conflicting terms or conditions set forth in any other part of the Agreement between contractor and CDSS and shall prevail over any such conflicting terms or conditions.
II. Effect on lower tier transactions.  The terms of this Exhibit shall apply to all contracts, subcontracts, and sub-awards, regardless of whether they are for the acquisition of services, goods, or commodities.  The Contractor shall incorporate the contents of this Exhibit into each subcontract or sub-award to its agents, subcontractors, or independent consultants.
III. Confidentiality of Information.
a. DEFINITIONS.  The following definitions relate to CDSS Confidential, Sensitive, and/or Personal Information.
i. “Confidential Information” is information maintained by the CDSS that is exempt from disclosure under the provisions of the California Public Records Act (Government Codes Sections 6250-6265) or has restrictions on disclosure in accordance with other applicable state or federal laws.
ii. “Sensitive Information” is information maintained by the CDSS, which is not confidential by definition, but requires special precautions to protect it from unauthorized access and/or modification (i.e., financial or operational information).  Sensitive information is information in which the disclosure would jeopardize the integrity of the CDSS (i.e., CDSS' fiscal resources and operations).
iii. “Personal Information” is information, in any medium (paper, electronic, or oral) that identifies or describes an individual (i.e., name, social security number, driver’s license, home/mailing address, telephone number, financial matters with security codes, medical insurance policy number, Protected Health Information (PHI), etc.) and must be protected from inappropriate access, use or disclosure and must be made accessible to information subjects upon request.  It can also be information in the possession of the Department in which the disclosure is limited by law or contractual Agreement (i.e., proprietary information, etc.).
iv. “Breach” is
1. the unauthorized acquisition, access, use, or disclosure of CDSS CSP in a manner which compromises the security, confidentiality or integrity of the information; or 
2. the same as the definition of "breach of the security of the system" set forth in California Civil Code section 1798.29(f).
v. “Security Incident” is
1. an attempted breach; 
2. the attempted or successful unauthorized access or disclosure, modification or destruction of CDSS CSP, in violation of any state or federal law or in a manner not permitted under the Agreement between Contractor and CDSS, including this Exhibit; or
3. the attempted or successful modification or destruction of, or interference with, Contractor’s system operations in an information technology system, that negatively impacts the confidentiality, availability or integrity of CDSS CSP.
b. CDSS CSP which may become available to the Contractor as a result of the implementation of the Agreement shall be protected by the Contractor from unauthorized access, use, and disclosure as described in this Exhibit.
c. Contractor is notified that unauthorized disclosure of CDSS CSP may be subject to civil and/or criminal penalties under state and federal law, including but not limited to:
· California Welfare and Institutions Code section 10850
· Information Practices Act – California Civil Code section 1798 et seq.
· Public Records Act – California Government Code section 6250 et seq.
· California Penal Code Section 502, 11140-11144, 13301-13303
· Health Insurance Portability and Accountability Act or 1996 (“HIPAA”) – 45 CFR Parts 160 and 164
· Safeguarding Information for the Financial Assistance Programs - 45 CFR Part 205.50
d. EXCLUSIONS.  “Confidential Information”, “Sensitive Information”, and “Personal Information” (CDSS CSP) does not include information that
i. is or becomes generally known or available to the public other than because of a breach by Contractor of these confidentiality provisions;
ii. already known to Contractor before receipt from CDSS without an obligation of confidentiality owed to CDSS;
iii. provided to Contractor from a third party except where Contractor knows, or reasonably should know, that the disclosure constitutes a breach of confidentiality or a wrongful or tortious act; or
iv. independently developed by Contractor without reference to the CDSS CSP.
IV. Contractor Responsibilities.
a. The Contractor shall instruct all employees, agents, and subcontractors with access to the CDSS CSP regarding:
i. The confidential nature of the information;
ii. The civil and criminal sanctions against unauthorized access, use, or disclosure found in the California Civil Code Section 1798.55, Penal Code Section 502 and other state and federal laws;
iii. CDSS procedures for reporting actual or suspected information security incidents in Paragraph V – Information Security Incidents and/or Breaches; and
iv. That unauthorized access, use, or disclosure of CDSS CSP is grounds for immediate termination of this Contract/Memorandum of Understanding/Agreement with CDSS, and the Contractor and may be subject to penalties, both civil and criminal.
b. The Contractor shall ensure that their employees will not intentionally seek out, read, use, or disclose the CDSS CSP other than for the purposes of providing the requested services to CDSS and meeting its obligations under the Agreement.
c. The Contractor shall not disclose any individually identifiable CDSS CSP to any person other than for the purposes of providing the requested services to CDSS and meeting its obligations under the Agreement.  Contractor is permitted to disclose individually identifiable CSP with the consent of the individual to its service providers, its vendors, and its partners for the purposes of Contractor providing services to CDSS or otherwise to meet Contractor’s obligations under the Agreement.  For CDSS CSP, Contractor must provide CDSS Program Manager and CDSS Information Security Office with a list of Contractor authorized service providers and ensure they are bound by obligations sufficient to protect CSP in accordance with this Agreement.
d. If Contractor receives a subpoena or other validly issued administrative or judicial notice requesting the disclosure of CDSS CSP, Contractor will immediately notify the CDSS Program Contract Manager and the CDSS Information Security and Privacy Officer.  In no event should notification occur more than twenty-four (24) hours after the receipt of such request.
e. The Contractor shall implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the CDSS CSP that it creates, receives, maintains, uses, or transmits pursuant to the Agreement.  Contractor shall develop and maintain a written information privacy and security program that includes administrative, technical and physical safeguards appropriate to the size and complexity of the Contractor’s operations and the nature and scope of its activities, including at a minimum the following safeguards:
i. Technical Security Controls
1. Workstation/Laptop Encryption.  All Contractor-owned or managed workstations, laptops, tablets, smart phones and similar devices that process and/or store CDSS CSP must be encrypted using a FIPS 140-2 certified algorithm which is 128 bit or higher, such as Advanced Encryption Standard (AES).  The encryption solution must be full disk unless approved by the CDSS Information Security Office.
2. Data Encryption.  Any CDSS CSP shall be encrypted at rest when stored on network file shares or document repositories.
3. Server Security.  Servers containing unencrypted CDSS CSP must have sufficient administrative, physical, and technical controls in place to protect that data, based upon a risk assessment/system security review.
4. Minimum Necessary.  Only the minimum necessary amount of the CDSS CSP required to perform necessary business functions may be copied, downloaded, or exported.
5. Removable Media Devices.  All electronic files that contain the CDSS CSP must be encrypted when stored on any removable media or portable device (i.e. USB thumb drives, floppies, CD/DVD, smart phone, backup tapes, etc.).  Encryption must be a FIPS 140-2 certified algorithm which is 128 bit or higher, such as AES.
6. Antivirus Software.  All Contractor-owned or managed workstations, laptops, , tablets, smart phones and similar devices that process and/or store CDSS CSP must install and actively use comprehensive anti-virus software solution with automatic updates scheduled at least daily.
7. Patch Management.  Contractor must submit a documented patch management system, to be approved by the CDSS Information Security Office, in place to install security patches in a timely manner on all Contractor-owned or managed workstations, laptops, , tablets, smart phones and similar devices that process and/or store CDSS CSP as appropriate based on Contractor’s risk assessment of such patches, the technical requirements of Contractor’s systems, and vendor’s written recommendations.  In lieu of an approved patch management system, all applicable patches must be installed within thirty (30) days of vendor release or patch installation occurs within the CDSS approved timeframes by the next scheduled change release, or accept risk with an approved risk analysis by the Contractor.
8. Data Destruction.  Upon termination of the Agreement, all CDSS CSP must be wiped using the Gutmann or US Department of Defense (DoD) 5220.22-M (7 Pass) standard, or by degaussing.  Media may also be physically destroyed in accordance with NIST Special Publication 800-88.  Other methods require prior written permission of the CDSS Information Security Office.
9. System Timeout.  The system providing access to the CDSS CSP must provide an automatic timeout, requiring re-authentication of the user session after no more than twenty (20) minutes of inactivity.
ii. Paper Document Controls
1. Supervision of Information.  CDSS CSP in paper form shall not be left unattended at any time, unless it is locked in a file cabinet, file room, desk or office.  Unattended means that information may be observed by an individual not authorized to access the information.  CDSS CSP in paper form shall not be left unattended at any time in vehicles or planes and shall not be checked in baggage on commercial airplanes.
2. Escorting Visitors.  Visitors to areas where the CDSS CSP are contained shall be escorted and CDSS CSP shall be kept out of sight while visitors are in the area.
3. Confidential Destruction.  CDSS CSP must be disposed of through confidential means, such as cross cut shredding and/or pulverizing.
4. Removal of Information.  CDSS CSP must not be removed from the premises of the Contractor except for identified routine business purposes or with express written permission of CDSS.
5. Faxing.  CDSS CSP that must be transmitted by fax shall require that the Contractor confirms the recipient fax number before sending, takes precautions to ensure that the fax was appropriately received, maintains procedures to notify recipients if the Contractor’s fax number changes, and maintains fax machines in a secure area.
6. Mailing.  Paper copies of CDSS CSP shall be mailed using a secure, bonded mail service, such as Federal Express, UPS, or by registered U.S. Postal Service (i.e., accountable mail using restricted delivery).  All packages must be double packed with a sealed envelope and a sealed outer envelope or locked box.
V. Information Security Incidents and/or Breaches
a. Discovery and Notification of Incidents and/or Breaches.  The Contractor shall be responsible for facilitating the Incident and/or Breach response process as described in California Civil Code 1798.29(e), California Civil Code 1798.82(f), and SAM 5340, Incident Management.  The Contractor shall notify the CDSS Program Contract Manager and the CDSS Information Security and Privacy Officer within one working day by telephone call and email upon the discovery of the Incident and/or Breach affecting the security of CDSS CSP if the CDSS CSP was, or is reasonably believed to have been, acquired by an unauthorized person, or there is an intrusion, potential loss, or unauthorized use or disclosure of the CDSS CSP is in violation of the Agreement, this provision, the law, or potential loss of the CDSS CSP that is in violation of this Exhibit.  The Contractor shall take:
i. Prompt corrective action to mitigate any risks or damages involved with the Incident and/or Breach and to protect the operating environment; and
ii. Any action pertaining to such unauthorized disclosure required by applicable Federal and State laws and regulations.
b. Isolation of System or Device.  A system or device, containing CDSS CSP, compromised by an Incident and/or Breach involving an exploitation of a technical vulnerability, shall be promptly disconnected from Contractor’s production environment with access to only individuals who are participating in the investigation, mitigation, and remediation of the Incident and/or Breach.  Such system or device shall remain disconnected from the production environment until the risk from the exploited vulnerability has been adequately mitigated.  CDSS must be contacted prior to placing the previously compromised system or device, containing CDSS CSP, back in the production environment.  The affected system or device, containing CDSS CSP, shall not be returned to operation in the production environment until the CDSS Information Security and Privacy Officer gives its approval.
c. Investigation of Incidents and/or Breaches.  The Contractor shall promptly investigate such Incidents and/or Breaches.
d. Updates on Investigation.  The Contractor shall provide regular (at least once a week) email updates on the progress of the Incident and/or Breach investigation to the CDSS Program Contract Manager and the CDSS Information Security and Privacy Officer. 
e. Written Report.  The Contractor shall provide a written report of the investigation to the CDSS Program Contract Manager and the CDSS Information Security and Privacy Officer within ten (10) working days of the discovery of the Incident and/or Breach.  To the extent Contractor has such information, the report shall include but not be limited to the following:
i. Contractor point of contact information;
ii. Description of what happened, including the date of the Incident and/or Breach and the date of the discovery of the Incident and/or Breach, if known;
iii. Description of the types of CDSS CSP that were involved and the extent of the information involved in the Incident and/or Breach;
iv. A description of the unauthorized persons known or reasonably believed to have improperly used or disclosed CDSS CSP;
v. A description of where the CDSS CSP is believed to have been improperly transmitted, sent, or utilized;
vi. A description of the probable causes of the improper use or disclosure;
vii. Whether Civil Code sections 1798.29 or 1798.82 or any other federal or state laws requiring individual notifications of breaches are triggered; and
viii. Full, detailed corrective action plan, including information on measures that were taken to halt and/or contain the Incident and/or Breach.
f. Notification of Individuals.  The Contractor shall notify individuals of the breach or unauthorized use or disclosure when notification is required under applicable state or federal law as determined by CDSS.  Contractor shall pay any costs of such notifications, as well as any costs associated with the breach.  The CDSS Program Contract Manager and the CDSS Information Security and Privacy Officer shall promptly approve the time, manner and content of any such notifications, and such approval shall not be unreasonably withheld. 
VI. Contact Information.  To direct communications to the above referenced CDSS staff, the Contractor shall initiate contact as indicated herein.  CDSS reserves the right to make changes to the contact information below by giving written notice to the Contractor.  Said changes shall not require an amendment to this Exhibit or the Agreement to which it is incorporated.
	CDSS Program Contract Manager
	CDSS
Information Security & Privacy Officer

	See the Scope of Work Exhibit A  for Program Contract Manager information
	California Department of Social Services
Information Security & Privacy Officer
744 P Street, MS 9-9-70
Sacramento, CA 95814

Email: iso@dss.ca.gov
Telephone: (916) 651-5558



VII. Termination.  An information Incident and/or Breach by Contractor, its employees, agents, or subcontractors, as determined by CDSS, may constitute a material breach of the Agreement between Contractor and CDSS and grounds for immediate termination of the Agreement.
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